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Abstract

In recent years, there have been several high-profile
security breaches relating to consumer financial da-
ta. These breaches — involving companies as diverse
as GE Money, AOL, T.J. Maxx, Boeing, Rite Aid, and
most recently, Sony's PlayStation Network — have
revealed the personal information of hundreds of
millions of consumers. In response to these events,
members of Congress have proposed several bills to
give the Federal Trade Commission the authority to
craft regulations and administer penalties for
breaches of data security. While Congress is just
now making serious progress towards a legislative
solution to this issue, the FTC and individual states
have been struggling with data breaches for some
time. This article reviews the current patchwork of
federal and state data breach laws and enforcement
actions regarding data breaches and then considers
several bills before Congress that attempt to create
a national data privacy standard.

Introduction

In April 2011, Sony's PlayStation Network made
worldwide headlines when computer hackers com-
promised sensitive personal and financial data for
more than 100 million customer accounts.! One
analyst estimates the potential loss to Sony at a
staggering $24 billion dollars.? Although this is the
most sensational breach of consumer financial data

to date, it is certainly not the first. In 2006, an un-
encrypted laptop was stolen from a Boeing em-
ployee’s car; the laptop contained Social Security
numbers, names, and home addresses of 382,000
former and current employees.’ That same year, a
careless AOL employee posted a data file with 20
million allegedly anonymous Internet searches on it;
however, a data breach occurred because AOL cus-
tomers had been using their names, addresses, and
Social Security numbers as search strings.* In 2007,
GE Money’s loss of a single magnetic backup tape
threatened the personal information of 650,000
individuals. Later that year, TJX — the parent com-
pany of retailers T.J. Maxx and Marshalls — an-
nounced that a data breach may have revealed
more than 45 million credit and debit card numbers
with an estimated cost to TJX of $4.5 billion.® In
2009, a single data breach at Heartland Payment
Systems exposed 130 million credit card numbers to
hackers.” Estimates at the time put the cost of this
data breach at $140 million.® In 2010, Rite Aid paid
S1 million to settle a complaint by the Federal Trade
Commission ("FTC") that the pharmacy's employees
were systematically leaving confidential patient in-
formation in open, unsecured dumpsters.’

As data breaches become an inevitable risk for any
modern business, there are few laws outlining a
business’s legal responsibility in these situations.'
The FTC has taken the de facto lead on the issue of
data security through its broad — yet unspecified —
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administrative authority to punish unfair and de-
ceptive acts and practices ("UDAP") under the FTC
Act. To fill this statutory gap, several states have
passed their own data breach laws to protect con-
sumers. However, most data breaches have af-
fected consumers on a nationwide — rather than
individual state — basis. Without a national stan-
dard, these diverse state laws create inefficiency
and uncertainty for companies that are attempting
to follow the law in good faith and protect their cus-
tomers' data.

Recognizing this situation, members of Congress
have proposed several bills to confront these press-
ing data security issues. While the substance of
these bills differs significantly, it is clear that Con-
gress intends to preempt state laws and create a
single, national standard for data security.

Current Federal Privacy Law: Recent FTC
Enforcement Actions

Today, FTC is the primary enforcer of federal com-
mercial privacy laws. The FTC's main tool to protect
consumer data is Section 5 of the FTC Act, which
prohibits unfair and deceptive acts and practices in
commerce.’> When the FTC Act was passed in 1914
—in a time long before Social Security numbers and
IP addresses — Congress could not have anticipated
the international exposure of millions of Americans’
personal data.® The FTC’s pre-2005 data breach
complaints relied solely upon instances when a
business failed to act in accordance with represen-
tations made in its privacy policy or marketing ma-
terials.™ Recently, however, the FTC has broadened
its complaints to include companies' failure to em-
ploy reasonable and appropriate measures to se-
cure personal information.™

In May 2011, the FTC initiated enforcement actions
against two companies that provide human re-
source support, Ceridian Corp. ("Ceri-
dian")andLookout Services, Inc. ("Lookout"), alleg-
ing UDAP violations.'® In both cases, the FTC alleges
that the companies violated the FTC Act both by not

having reasonable and adequate security protocols
and by falsely stating that they had reasonable and
appropriate security procedures in place to protect
the personal data of their clients’ employees.’” The
lack of adequate security made it easier for unau-
thorized individuals to discover the names, ad-
dresses, e-mail addresses, telephone numbers, So-
cial Security numbers, birthdates, and direct deposit
account numbers of over 60,000 individuals.”® The
FTC was particularly concerned that many of these
individuals may become the eventual victims of
identity theft. *°

The draft complaint against Ceridian alleges thatthe
company engaged in several practices that, as a
whole, failed to provide adequate security for cus-
tomers’ personal information. These alleged prac-
tices include: (1) storing information in clear, read-
able text; (2) creating unnecessary risks by storing
personal information indefinitely without a business
need; (3) failing to assess the vulnerability of its sys-
tems to reasonably foreseeable attacks; (4) failing
to implement readily available, free or low-cost de-
fenses to such attacks; and (5) failing to employ rea-
sonable measures to detect and prevent unautho-
rized access to personal information.?’ The FTC de-
scribes these practices as "fundamental security
failures" and notes that each has been challenged in
prior data security cases.”!

Similarly, the draft complaint against Lookout alleg-
es that it engaged in various practices that together
failed to provide reasonable and appropriate securi-
ty for personal information. These practices include:
(1) failing to implement reasonable policies and
procedures for securing sensitive information; (2)
failing to establish or enforce rules to make user
credentials (i.e. user IDs and passwords) difficult to
guess; (3) failing to require periodic changes of user
credentials; (4) failing to suspend user accounts af-
ter repeated unsuccessful login attempts; (5) failing
to address widely-known security flaws such as
"predictable resource location" which enables users
to predict Internet links to secure web pages; (6)
allowing users to bypass authentication procedures
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if they typed in a specific URL; (7) failing to employ
sufficient measures to detect and prevent unautho-
rized access to data such as an intrusion detection
system and system logs; and (8) storing database
passwords in unencrypted text.*

In both cases, the FTC has proposed consent de-
crees that are designed to protect consumers' and
employees’ personal information. As a nod to the
statutory UDAP basis of the FTC's authority, the
proposed consent decrees each begin with a boiler-
plate, one-sentence prohibition against misrepre-
sentations about the security of consumers’ per-
sonal information.”® The consent decrees then
move beyond core UDAP concerns and require the
companies to maintain comprehensive information
security programs that are reasonably designed to
protect consumers’ personal information.?* Specifi-
cally, the consent decrees require these security
programs to contain appropriate administrative,
technical, and physical safeguards;® obligate both
companies to obtain independent security audits
every other year for 20 years;* and impose report-
ing and compliance provisions.?”’

The Ceridian and Lookout complaints demonstrate
that the FTC is attempting to expand its authority
within the statutory constraints of the FTC Act’s
UDAP provisions. Although each complaint makes a
glancing reference to the companies’ representa-
tions — and each consent order includes a cursory
UDAP paragraph — the consent decrees go far
beyond UDAP in requiring the creation of an entire
data security structure. In so doing, the FTC is strug-
gling to remain faithful to its statutory mission while
filling a void left by the absence of a comprehensive
data security law.

Current Privacy Law: State Legislation

With no federal legislation to govern data breaches,
individual states have stepped into this void and
passed their own laws to protect individual con-
sumers from data privacy violations. To date, 46
states and the District of Columbia have passed

some form of data breach legislation.”® Of these
states, two stand out as deserving in-depth analysis:
California and Massachusetts. As the first state to
pass a data breach law, California has framed the
data security debate and serves as a model for the
majority of other states’ data security legislation.?
Massachusetts represents the next step in data pro-
tection law by giving an administrative body the
power to create detailed regulations to protect con-
sumer information.

California

California was the first state to enact legislation to
protect personal information. In 2003, California
enacted Cal. Civ. Code § 1798.82 which requires
companies that retain customer data electronically
to notify their California customers of a security
breach. This legislation applies to all companies
conducting business in California, even if the data
breach occurs outside of the state. The law protects
personal data including the customer’s name, Social
Security number, and account numbers.*° If such
information is obtained by an unauthorized party,
the business must provide notice to all affected in-
dividuals.®* If the data breach is significant — if pro-
viding notice would cost more than $250,000, there
are more than 500,000 California residents affected,
or there is insufficient contact information for af-
fected customers — notification may be accom-
plished by e-mail, a posting on the business’s web-
site, and through state-wide media.*?

To augment its data protection laws, the California
legislature enacted Cal. Civ. Code § 1798.81.5 in
2004. The 2004 law requires any business that
maintains personal information to "implement and
maintain reasonable security procedures and prac-
tices . . . to protect the personal information from
unauthorized access, destruction, use, modification,
or disclosure."*® While California law does not de-
fine a "reasonable security procedure," the law
does require that such procedures be proportionate
to the type of data maintained.
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In 2009 and 2010, California legislators attempted
to expand its data breach laws. Both years, the leg-
islature passed a bill that required entities to pro-
vide a general description of a data breach, the type
of information at risk, the date and time of the
breach, whether the notification was delayed be-
cause of a law enforcement investigation, and a toll-
free number for major credit reporting agencies if
the breach exposed Social Security numbers, driv-
er's license numbers, or state identification card
numbers.3* This legislation was vetoed twice by
then-Governor Schwarzenegger,® and a 2011 ver-
sion of the same bill is currently before the Califor-
nia State Assembly.3®

Massachusetts

Massachusetts was one of the first states to recog-
nize the rapidly-evolving nature of modern data
security and authorize a state agency to craft data
security regulations.>” Empowered by this law, the
Massachusetts Office of Consumer Affairs and Busi-
ness Regulation ("OCABR") passed regulations that
require companies to develop written information
security plans and to create administrative, technic-
al, and physical safeguards to protect personal elec-
tronic data.® The OCABR regulations further
mandate that organizations housing personal elec-
tronic data encrypt this information to protect Mas-
sachusetts residents.*

While the OCABR regulations have not been tested
in litigation, the Massachusetts Attorney General
has used these regulations as a reference point for
identifying deficiencies in a business’s approach to
information security.40 On March 28, the Massachu-
setts Superior Court approved a Final Judgment by
Consent between the Commonwealth and Briar
Group, LLC ("Briar"), a major restaurant group in
Boston. The Commonwealth alleged that, in 2009,
unauthorized individuals accessed Briar's computer
network and gained customer credit card informa-
tion. The Consent Judgment requires Briar to take
several steps, including the implementation of a
written information security program and annual

reviews of its security measures; both of these Con-
sent Judgment provisions are also requirements
under the new OCABR regulations.*!

Proposed Federal Legislation

Faced with multiple data breaches, a fractured state
and federal response, and increased public scrutiny,
members of Congress have proposed several differ-
ent bills in 2011 which would set federal standards
for consumer data protection. While Congress has
considered — and failed to pass — a national data
privacy law in years past, there appears to be signif-
icantly more support for such a law now. In May
alone, there was a congressional hearing into the
PlayStation Network breach,* a separate congres-
sional hearing on consumer information in con-
tained in smartphones,* and a letter from the chair
of the Senate Judiciary Committee’s privacy sub-
committee criticizing two consumer data giants —
Apple and Google — for their data privacy policies.**
To date, the 2011 data privacy bills include the Con-
sumer Privacy Protection Act,* the Commercial Pri-
vacy Bill of Rights Act,*® and the Data Accountability
and Trust Act.*’

These bills all share common features, and at least
some of these policies are likely to appear in any
data protection legislation that Congress passes.
Under all three bills the FTC remains the lead feder-
al agency charged with protecting data privacy, and
a violation of the proposed data privacy law is for-
mally classified as an unfair or deceptive act or
practice under the FTC Act.”® Recognizing that in-
consistent state legislation has created a "pat-
chwork" of laws governing data privacy,” all three
bills contain language that expressly preempts state
law.”® While these bills grant state attorneys general
standing to file suit under the bills’ provisions, the
bills also require the attorneys general to notify the
FTC of these suits.” If the FTC elects to file its own
suit, any state attorney general proceeding is auto-
matically stayed.>® Finally, none of the three bills
permits a private right of action.>
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Congress' uniform focus on a top-down approach to
data privacy is likely driven by two factors. First,
Congress has acknowledged that there is currently
only a loose network of state laws governing con-
sumer data; since 21st century data protection is an
interstate issue, Congress likely intends to set one
nationwide standard to reduce confusion and
streamline the logistical task of protecting consum-
er data. Second, because the use and scope of con-
sumer data is changing far faster than the law, it is
logical for Congress to leverage the flexibility, insti-
tutional knowledge, and discretionary enforcement
of the FTC.>*

Beyond creating a national approach to data pro-
tection, however, these bills each employ different
methods to protect consumers' information. The
Consumer Privacy Protection Act takes the softest
approach and focuses on consumer notice and cor-
porate self-regulation. This bill requires companies
to notify consumers that personal information may
be disclosed for purposes other than those for
which it was collected, and that more information is
available in the company’s publicly-available privacy
statement.” Under the bill, consumers can preclude
the sharing of personal information with any entity
that is not affiliated with the information collecting
company; any such consumer preclusion remains in
effect for a maximum of five years.”® While this bill
does require a company to create an information
security policy and have senior management ap-
prove it, the details of that policy are left largely to
the corporation itself.”’ To create a presumption of
compliance with this bill, a company may submit its
"self-regulation program" to the FTC.?®

The Commercial Privacy Bill of Rights Act is the
next-most rigorous bill, and it emphasizes forward-
looking data protection. Under this bill, a company
must create internal processes and managerial ac-
countability to protect data,*® provide notice to
consumers of the company’s data protection pro-
gram,® and permit consumers to opt-out of the use
of their personal information.®* The bill limits the
amount of information that a company can gather

and requires that a company not retain this infor-
mation beyond the time reasonably necessary to
provide the consumer with the requested goods or
services.”” Finally, the bill creates strict require-
ments that a company must follow before transfer-
ring personal information to a third party.®

The Data Accountability and Trust Act outlines the
most rigorous approach to data privacy.”* The bill
requires companies to create policies to protect
consumer data, mitigate security breaches, and dis-
pose of electronic and paper data securely.® For
"information brokers" — entities whose primary
business model is to collect or assemble informa-
tion on persons who are customers of another cor-
poration — the bill has even more rigorous provi-
sions, including a consumer's right to review and
correct erroneous information held by an informa-
tion broker.®

Unlike the other bills, the Data Accountability and
Trust Act also outlines a business’ legal responsibili-
ties after a data breach. Specifically, the bill requires
a business to notify all affected customers and the
FTC of the breach® and offer two years of credit
reports and credit monitoring to affected custom-
ers.®® However, if the data was encrypted at the
time it was released and there is no reasonable risk
of harm to customers, then the business is exempt
from these requirements.®® The bill also grants the
FTC the authority to inform the general public of an
information security breach through the FTC web-
site.”

Additionally, the Obama Administration recently
announced its comprehensive Cybersecurity Legisla-
tive Proposal ("Administration Proposal").”* While
the Administration Proposal covers several different
areas of cybersecurity — including Internet crime,
protecting critical online infrastructure, and civil
liberties in cyberspace — a large portion of the Ad-
ministration Proposal focuses on data breaches.’
The Administration Proposal makes only minor
changes to the breach language of the Data Accoun-
tability and Trust Act, and includes the UDAP,
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preemption, and state attorneys general provisions
that are present in all three bills.”

Conclusion

As Congress considers which bills — if any — to pass
into law this session, there are three clear trends
that are important for companies to follow. First,
the FTC and state attorneys general will likely in-
crease their enforcement actions when companies
have data breaches. The Ceridian and Lookout
complaints prove that the FTC is trying to expand
the basis for a UDAP violation in this area; Congress
appears likely to assist the FTC by broadening its
statutory authority to secure consumer data. State
legislatures are also empowering their attorneys
general to pursue data breach cases, and the cur-
rent legislation before Congress will continue this
trend. Second, it is clear that Congress intends to
simplify the regulatory burden on companies by
preempting inconsistent state laws with a single
federal data protection standard. Finally, both Con-
gress and the states recognize the value in govern-
ing data privacy through regulations, rather than
statutes. As data storage and threats to consumer
information evolve, it is clear that Congress will fol-
low the Massachusetts approach of empowering a
regulatory agency to protect consumers. Consistent
with all of these trends, companies should create
their own comprehensive plans to safeguard con-
sumer data. With increased scrutiny from the FTC,
state attorneys general, and — perhaps most critical-
ly — privacy-conscious consumers, there are serious
risks for companies that ignore consumer data pri-
vacy.
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